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OVERVIEW OF THE GRAMM LEACH BLILEY ACT'SPRIVACY
PROVISIONS

On January 26, 2001 the FDIC released a Privacy Rule Handbook (PR-7-2001) to help finencid
indtitutions comply with the new privacy regulaions contained in the Gramm Leach Bliley Act

(15 USC 6801 €. seg.). The Handbook does an excellent job of explaining the basic privacy
rules, provides suggestions for implementation, and recommends activities to monitor and
maintain compliance on an ongoing bads.

Section One of the handbook contains the overview of the regulation. It Satesthat:

1 All financid indtitutions must develop both initid and annud privacy notices thet
describein generd termsthe financid ingtitution’s information sharing practices
for consumers. Theinitid privacy notices must be given out by July 1, 2001, and
Snce consumer customers must be given a“reasonable opportunity to opt out” of
at least 30 days, this means that notices being mailed to customers must be sent by
June 1, 2001.

2. Financid indtitutions that share nonpublic persond information about consumers
with nonaffiliated third parties (outside of certain exceptions) are required to give
consumers an opt out notice and a reasonable period of timeto opt out. (Sharing
such information with affiliated partiesis covered by the Fair Credit Reporting
Act described in further detail below.)

3. The exceptions to the opt out requirement including sharing with a noneffiliated
party in order to process or service transactions requested or authorized by a
consumer; market the financid inditution’s own financid products or services,
market financid products and services offered pursuant to ajoint marketing
agreement with another financia inditution; protect againg fraud or unauthorized
transactions; respond to legd process; or to comply with applicable legal
requirements.

4, In generd, financid inditutions are prohibited from disclosing an account number
or access code for a credit card, deposit or a transaction account to a nonaffiliated
third party for itsusein marketing. A financid ingtitution may share account
numbersin order to market its own products, o long as the financid inditution’s
sarvice provider for the marketing is not authorized to directly initiate chargesto
the accounts. In addition, afinancid ingditution may disclose account numbersto
aparticipant in aprivate labd or affinity credit card program if the participant has
been identified to the customer. This prohibition does not include a number or
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code in an encrypted form s0 long as the financia ingtitution does not provide a
means to decode the number.

5. There are limits on reuse and redisclosure of informeation received from a
noneffiliated financid inditution or disclosed to a nonffiliated financia
inditution.

6. State law providing greater consumer protections will supercede the GLB.

7. The privacy notices must contain, as applicable, the categories of information
collected; the categories of information disclosed; the categories of affiliates and
nonaffiliates to whom nonpublic persond information is disclosed; informeation
sharing practices about former customers, the categories of information disclosed
under the service provider/joint marketing exception; the consumer’ s right to opt
out; Fair Credit Reporting Act disclosures, and disclosures about the
confidentidity and security of information.  The regulations provide “modd”
disclosures that can be used as guidance; however the privacy notice given must
reflect the financid indtitution’s actua practices.

The Handbook states that each financid indtitution needs to creste a comprehensive inventory of
itsinformation collection and information sharing practices. This should include the review of

al applications and forms used to collect information about consumers, dl rdevant marketing
practices; al vendor contracts; €ectronic banking and Internet activities, fee income accounts;
and record retention policies.

. YOU MAY BE A “FINANCIAL SERVICESPROVIDER” UNDER GLB, BUT
DON'T KNOW IT

The GLB’s privacy provisons goply to any entity that falswithin its definition of “financid
inditution.” Theterm “financid indtitution” is defined very broadly and covers many types of
businesses that normally would never consider themsalvesto be a“financid ingtitution.”
Accordingly, there are a number of businesses and other entities that appear to be unaware that
they must comply with the GLB’ s provisons.

The Federd Trade Commission (“FTC”), which has regulatory oversight of non-bank businesses
that are covered by the GLB regulations, provided guidance on the types of business that are
covered by the GLB in the fina rulesit issued on May 24, 2000 (Federd Regiger, Val. 65, No.
101, page 33646-33689). A financid inditution includes any inditution the busness of which is
engaged in financid activities as described in 4(k) of the Bank Holding Company Act of 1956”
(12 USC 1843(k). The covered financid activities include both traditiona and non-traditiona
financid activities, including those “found to be ether closdy related to banking, or usud in
connection with the transaction of banking or other financid indtitutions abroad. (Fed. Reg.

Page 33647. The Bank Holding Company Act, Section 4(k)(4)(A-E) deemsthefallowing
activitiesto be “financid in nature:

1 Lending, exchanging, transferring, investing for others or safeguarding
money or securities,
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2.

5.

Insuring, guaranteaing, or indemnifying againg loss, harm, damage,
illness, disability, or deeth, or providing and issuing annuities, and acting
as principal, agent, or broker for purposes of the foregoing, in any State.

Providing financid, investment, or economic advisory sarvices, including
advisng an investmert company.

Issuing or sdling ingtruments representing interests in pools of assets
permissible for abank to hold directly.

Underwriting, dedling in, or making a market in securities.”

In addition, the following activities have aso been found to be closdly related to banking:

1.

2.

10.

11.

Brokering or servicing loans;

Leasing red or personal property (or acting as agent, broker, or advisor in
such leasing) without operating, maintaining or repairing the property;

Appraisng real or persond property;

Check guaranty, collection agency, credit bureau and rea edtate settlement
Sevices,

Providing financid or investment advisory activitiesincluding tax

planning, tax preparation, and ingtruction on individud financid
managemen;

Management consulting and counsding activities (induding providing
financid career counsding);

Providing courier services for banking insruments,

Printing and sdlling checks and related documents,

Community development or advisory activities,

Sdling money orders, savings bonds or traveler’ s checks; and
Providing financia data processing and transmission sarvices, facilities

(including hardware, software, documentation, or operating personnd),
databases, advice, or access to these by technological means.

Activities that have been found to be “usud in connection with the transaction of banking or
other financia operations abroad” include:

1.
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2. Acting asafidudary;
3. Providing investment, financid or economic advisory services, and

4, Operdting atravel agency in connection with financid services (eg., the
agency offers credit, investment or insurance products or services).

Entities that come within the definition of “financid ingtitution” will be subject to the GLB only

if they have consumers or establish consumer relationships. Those that dedl only with businesses
are exempt. For example, areal estate gppraiser who performs services only for banks, but does
not provide services to individuas would not be covered. Please note, however, that if the
business is a sole proprietorship, then consideration needs to be given to whether atransaction is
being done for a business purpose or for a persond, family or household purpose, and if the
|atter, then the regulation would gpply.

Moreover, the FTC has gated in itsfind rulesthat abusinessthat isa“financid inditution” is
covered by the act “only if the entity is Sgnificantly engaged” in activitiesthat are financid in
nature. (Federa Regigter, page 33654). The FTC has provided the following examples of
entities that are not “ sgnificantly engaged in financd activities’:

1 A retailer that merely accepts paymentsin the form of cash, checks or
credit cards that it did not issue;

2. A merchant that dlows an individua to run atab;

3. A grocery gore that alows individuas to cash a check or write acheck for
an amount more than the amount of the groceries,

4, A retaler who dlows lay away or deferred payment plans or payment by
means of credit cards issued by others. (16 CFR Part 313.3(k)(4)

A business datus asafinancia ingtitution would not cause every product or service offered by
the business to be afinancid product or service. For example, aretailer that issuesits own credit
card directly to consumers provides afinancial service to consumers who use the card, but when
it sdls merchandise it is providing a nonfinancid product or service,

Given the breadth of the definition of “financid inditution” it is not surprisng that many
businesses that never consdered themsdves to be engaged in financid servicesin fact are
subject to the GLB.

1. CONTRACTUAL LANGUAGE TO INCLUDE IN CONTRACTSWITH THIRD
PARTIES

The GLB reguiresfinancid inditutions to include in their contracts with third party service
providers and joint marketers language that prohibits the third party from disclosing or using any
consumer nonpublic persond information that the third party received from the financid
ingtitution in any manner other than to carry out the purposes of the contract in the ordinary
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course of business. Suggested below is language that can be incorporated into such third party
contracts:

A. Confidentidity: [Insert name of Vendor] (*Vendor”) acknowledges that in
performing services hereunder, Vendor will have access to, and Bank will provide Vendor with
information and/or documentation about Bank’ s customer which congtitutes confidential
information (“ Confidential Information”). Confidentia Information includes, but is not limited
to any information about Bank’ s customers or potentia customers, regardless of whether it is
persondly identifiable or anonymousinformation. Vendor agrees now and at dl timesin the
future that al such Confidentid Information shal be held in gtrict confidence and disclosed only
to those employees whose duties reasonably require access to such information. Vendor may use
such Confidentid Information only in connection with its performance under this Agreement.
Vendor shdl establish and maintain commercialy reasonable policies and procedures to ensure
compliance with this section. Vendor agrees that such policies and procedures will be consstent
with the Bank’ s customer information security program. Vendor shdl protect such Confidentia
Information in accordance with commercidly reasonable standards and a a minimum using the
same degree of care, but no less than a reasonable degree of care, to prevent the unauthorized
use, disclosure or duplication of such Confidentia Information as Vendor uses to protect its own
confidentid information. Confidentid Information shdl be returned to Bank or destroyed upon
Bank’ s request once the services contemplated by this Agreement have been completed or upon
termination of this Agreement. Vendor acknowledges that the unauthorized use, disclosure or
duplication of any such Confidentid Information islikely to cause irreparable injury to Bank
and/or to Bank’ s customers for which Bank and/or Bank’ s customers will have no adequate
remedy at law. Accordingly, Vendor hereby consents to the entry of injunctive relief againdt it to
prevent or remedy any breach of the confidentiaity obligation described herein without Bank
being required to post bond. Further, Vendor agrees that any violation of this section by Vendor
ghdl be amaterid breach of this Agreement and shdl entitle Bank to immediately terminate this
Agreement without penalty upon notice to Vendor. Vendor agreesto permit Bank and Bank’s
regulators to audit Vendor's compliance with this section, and with dl applicable laws and
regulations, during regular business hours upon reasonable notice to Vendor. The provisions of
this section shdl survive any termination of this Agreemern.

V. FAIR CREDIT REPORTING ACT ISSUES

On December 22, 2000 the Federal Trade Commission issued Proposed Interpretations of the
sections of the Fair Credit Reporting Act that permit financid inditutions and companiesto
communicate customer information to affiliates without incurring the obligations of consumer
reporting agencies. These FCRA regulations must be considered and complied with in addition
to the GLB privacy provisons. Every financial ingtitution must be awar e that even if its
sharing of nonpublic personal information qualifiesfor an exemption under GLB, it may
still be deemed to be a consumer reporting agency under FCRA if theinformation shared
involves non-experiential or non-transactional information.

By way of background, the FCRA provides that if afinancid inditution or business regularly
pases on information in its files aoout a consumer, other than information solely about its
transactions or experiences with a consumer, then it may be deemed to be a*“consumer reporting
agency.” A “consumer reporting agency” includes any person or business of any type which, for
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fees or for freg, “regularly engagesin whole or in part in the practice of assembling or evduating
consumer credit information or other information on consumers for the purpose of furnishing
consumer reportsto third parties’, and which uses any means of interstate commerce to prepare
or furnish such reports. (15 USC 1681 Section 603(f). A “consumer report” includes any
“written, ord or other communication of any information by a consumer reporting agency
bearing on a consumer’ s credit worthiness, credit standing, credit capacity, character, generd
reputation, persond characteristics, or mode of living which is used or expected to be used or
collected in whole or in part for the purpose of serving as afactor in establishing the consumer’s
igibility for: (A) credit or insurance to be used primarily for persond, family or household
purposes, (B) employment purposes;” or (C) any other permissible purpose for furnishing such
reports, which includes, but is not limited to a*“legitimate business need for the information in
connection with abusiness transaction that isinitiated by the consumer or to review an account
to determine whether the consumer continues to meet the terms of the account. (15 USC 161
Section 603(d) and Section 604).

A financid indtitution or businessis alowed to relate information soldly about its transactions or
experiences with a consumer without becoming a consumer reporting agency. For example, a
financid inditution may disclose that a consumer had a history of delinquency and could give
other information about the status of any loans or deposits that the consumer has with it.
However, afinancid inditution or business may not regularly give out information contained in
credit or other gpplications that bear on the any of the following characterigtics. creditworthiness,
credit stlanding, credit capacity, character, generd reputation, persond characteristics or mode of
living to the extent such information is neither transaction nor experientid in nature. In addition,
afinancid inditution or business may not regularly give out information obtained in reports from
consumer reporting agencies or any other non-experiential or non-transactiond informeation
obtained from athird party. An entity that obtains information asa“user” can become a
consumer reporting agency if it subsequently conveys the information to ancther entity, even if
the other entity isits filiate. (FCRA, Questions and Answers, Q 16, 17 and 18).

The FCRA does dlow sharing non-experientia or non-transactiond information with effiliates,
50 long as the consumer has been given a clear and conspicuous right to opt out. This exception
arises from the FCRA’ s definition of “consumer report” which excludes any:

(i) report containing information solely as to transactions or experiences between the
consumer and the person making the report; (i) communication of that information
among persons related by common ownership or affiliated by corporate control; or (iii)
communication of other information [i.e.,, non-experientid or non-transactional] among
persons related by common ownership or affiliated by corporate contral, if itis clearly
and conspicuoudy disclosed to the consumer that the information may be communicated
among such persons and the consumer is given the opportunity, before the time that the
information isinitialy communicated, to direct that such information not be
communicated among such persons.” (15 USC 1681, Section 603(d)(2)(A).

Accordingly, afinancid ingditution or business can avoid being deemed to be a consumer
reporting agency if it givesits customers an opt out notice regarding its sharing of nor-
experiential and non-transactiona information with its affiliates, and then refrains from sharing
such information for any consumer customers who choose to exercise their opt out rights.  (Most
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businesses and banks assduoudy try to avoid being deemed to be a consumer reporting agency
as consumer reporting agencies are alowed to make reports only to parties with permissble
purposes, may not report negative information after a set period of time, must maintain
procedures to ensure accuracy of reports, must make file disclosures to consumers, and must
reinvestigate disputes using specified procedures.)

Congress made it clear in the GLB that its privacy regulations do not modify, limit or supercede
the operations of the FCRA, (although the GLB does require that the FCRA opt out notice be
incduded in the initid and annud privacy notice provided to customers and consumers).
Accordingly, both the GLB privacy regulaions and the FCRA can gpply to financid indtitution’'s
or business disclosures of certain consumer information.

The proposed FCRA implementation rules would require the opt out notice to accuratdy explain
(1) the categories of opt out information about the consumer that the company communicates to
others; (2) the categories of affiliates to which the company communicates the informetion, (3)

the consumer’ s ahility to opt out, and (4) a reasonable means of opt out. In addition to going into
depth regarding each of these items, the proposed rules provide a sample opt out notice.

The regulatory agencies have recelved numerous comments from financid indtitutions, trade
associations and others complaining that these proposed regulations are problematic in terms of
the GLB privacy notices. Among other things, these regulations would require many financia
inditutions to provide very different privacy noticesto their consumers than the ones that they
have provided or are about to provide under the GLB. In addition, many are concerned that even
though afinancid inditution may qudify to share information under one of the exceptionsin the
GLB, they may be deemed to be a consumer reporting agency. Dueto the issuesraised in these
comments, and the need to work with the banking regulatory agencies on the various issues, the
FTC dlegedly has decided not to issue find rules until after July 1, 2001, and may even issue
another set of proposed rules before issuing fina rules. During the interim, however, businesses
and financid indtitutions are strongly advised not to share non-experientia or non-transactiona
information with third parties where such third parties might use the information for one of the
purposes described above in the definition of “consumer report,” especidly in light of the
concerns that various attorney generds throughout the country may start to bring actions against
entities that violate the FCRA.

V. ACCOUNT AGGREGATION SERVICES

On February 28, 2001 the OCC issued a bulletin discussing the risks of financia ingtitution-
provided account aggregation services. (OCC 2001-12) The bulletin recommends control
mechaniams financid inditutions should consder when they offer aggregation services.

An aggregation sarvice is one that gathers information from many web Stes and presents the
information in a consolidated format to acustomer. The information gathered may include
publicly available information and persona account information, such as credit card, brokerage
and banking data. The bulletin advises financid inditutions that offer aggregation servicesto be
careful to ensure their privacy policies accuratdly reflect the categories of informetion thet
collected and disclosed in its aggregeator role, as they may be different from the type of
information the bank collects and disclosesin connection with its usud banking products and
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sarvices. It may even be appropriate for afinancid ingtitution offering such aggregation services
to provide separate notices to its aggregation customers.

The bulletin aso warns financid ingtitutions about the implications of the FCRA as the sharing

of information with affiliates or other parties that does not relate to the financid inditution’s own
transactions and experiences may result in the financid indtitution being deemed to be a
consumer reporting agency. The bulletin notes thet if an aggregator discloses to nonaffiliated
third parties consumer information it compiled from other sources, such as deposit account
information, then it may be consdered a consumer reporting agency even though it has recelved
the consumer’ s consent for such disclosures. Any financid ingtitution or other entity that is
consdering or currently offering aggregation services should obtain and read this bulletin.

VI.  NEW PRIVACY LEGISLATION AND REGULATION

A. Internationd:

Canada has enacted a new privacy law, effective January 2001 that applies to the collection, use
and disclosure of any persondly identifiable information. (The Persond Information and
Electronic Documents Act, Statues of Canada 2000, Chapter 5, Elizabeth 11, April 13, 2000). The
law, which is smilar in scope to the European Union Directive on Data Protection (adopted
October 24, 1995), requires notice and consent before the collection and sharing of virtudly any
type of persondly identifigble data.

Audrdiaand Argentina: Both Audtrdia and Argentina have aso enacted laws, very smilar in
scope to the Canadian law. (The Privacy Amendment. Private Sector, Bill 2000, Commonwedlth
of Audtralia; Persond Data Protection Act, October 4, 2000, Act 25,326 of the Argentine Nation
in Congress).

Any financid inditution that operates internationaly and shares persondly identifiable
information across borders for purposes other than processing a customer’ s transaction may be
subject to these internationa laws, and needs to address the attendant compliance issues.

B. Federd:

On the federd front, other than the GLB, a significant development in privacy was the issuance
of new medica privacy rules by the Department of Health and Human Services, on December
28, 2001. The rules, which require patient’s consent for virtualy any type of disclosure of
medica information, are extremely complex, and many believe are too cumbersome work. They
gopear to gpply to many financid indtitutions and businesses that offer hedth plans that provide
medica care that qudify under ERISA. The Bush adminigtration has temporarily delayed the
effective date of the new regulaion and isin the process of reconsdering the rules.

The enactment of the Uniting and Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism (USA PATRIOT ACT) Act of 2001 marks a shift
in privecy legidation on thefederd level. This Act, passed quickly following the September 11,
2001 terrorist attacks on New Y ork and Washington, D.C., provides federa authorities
ubgtantid latitude in monitoring internet usage and expands the sharing of data among federd
agencies. The Act expands survelllance powers and permits internet eavesdropping technology
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such as Carnivore. Internet service providers are required, under the Act, to make their services
more wiretap friendly to enhance the ability of law enforcement to capture pen register
information. The Act also addresses bank secrecy and money laundering issues in the context of
controlling terrorigt activities. However the broad definition of what congtitutes terrorism under
the Act may lead to an erosion of privacy protection. The same provisions of the legidation
which have been lauded by law enforcement have been criticized by privacy advocates. The
implementation of the Act will be closaly watched.

C. State:

SB 125: Described as an identity theft law, this legidation provides that where someone's
identity has been used to open an account or obtain aloan, credit or charge card, the person
whose identity was stolen would be entitled to obtain information related to the transaction from
the entity with which the transaction was conducted.

SB 129: An Office of Privacy Protection was created within the Department of Consumer
Affars. The office has no enforcement or substantive rulemaking authority, but itsmissonisto
provide consumer education, recommendations on fair information practices, be aresource
center for identity theft prevention and facilitate mediation and arbitration of privacy disputes.

SB 168: Thislegidation, whichis described as a persond information, confidentidity and
identity theft law, dlows a consumer, through atoll-free number, to put a credit bureau on a
“security dert” and request a* security freeze’ on rdleasing any information in their file. The
law a0 bans use of asocid security number to obtain a product or service, with limited

exceptions.

SB 1724 Privacy of Tax Return Information Held by Lenders. The law prohibits lenders who
require tax returns as part of loan documentation from disclosing information contained in atax
return unless the lender has a specific authorization from the taxpayer to do so. Such
information may be disclosed to third parties for operationa purposes.

AB 2246: Proper Digposad of Business Records. All Cdifornia business are now required to take
“dl reasonable steps’ to destroy or arrange for the destruction of al customer records containing
personal information that are no longer to be kept by the business. The records or documents can
be destroyed by shredding, erasing or otherwise making the records unreadable or
undecipherable.

AB 2797: Ban on Sharing Medical Information with Credit Grantors. Life, disability and hedth
insurance underwriters or sellers are prohibited from sharing persondly identifiable hedlth,
medica or genetic information with credit grantors, regardiess of whether they are affiliated or
unaffiliated.

AB 1862: Identity Theft Victim Database: The Department of Justice isrequired to establish a
database containing the names of identity theft victims which can be accessed by law
enforcement agencies, victims and other individuas and agencies authorized by victims.

AB 1897: Remediesfor Victims of Identity Theft: Anyone who is (or reasonably believes heis)
avictim of idertity theft may now initiate alaw enforcement investigation and petition for an
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expedited judicid determination of innocence if their name or persona information has been
associated with crimind activity.

VIl. PROPOSED LEGISLATION

A. Federd:

Numerous bills have dready been introduced into Congress related to privacy and the Internet
(they have been averaging one per day since Congress convened). Described below are some of
the bills of particular interest:

S. 450: The Financia Information Privacy Protection Act of 2001 would alow consumersto opt
out of information sharing between affiliated firms and creste an opt in right for certain medica
and sengtive financia data, such as a person’s spending habits. Customers would aso have the
right to view the information that was shared and have any errorsin the information corrected.

S. 451: The Socid Security Number Protection Act of 2001 would establish civil and crimina
pendtiesfor the sde or purchase of a socid security number.

S. 324: The Socid Security Privacy Act would prohibit the sale and purchase of socid security
numbers and amend GLB to promote privacy.

S. 197: The Spyware Control and Privacy Protection Act would protect the privacy of online
shoppers and other Internet users whose activities are secretly monitored by “spyware” software.

H.R. 718: The Unsolicited Commercid Electronic Mail Act of 2001 would crimindize the
sending of unsolicited commercid email where the sender has knowledge thet the information
identifying the sender isfase or inaccurate. 1t would aso require the inclusion of areturn
address to be used to advise the sender to send no further emails to the address, and prohibit
transmission of such emails after receipt of such an opt out.

H.R. 347: The Consumer Online Privacy and Disclosure Act would require web Sites to obtain
consumer customer permission before tracking their online movements with cookies. The
legidation would aso require the Federd Trade Commission to cregte standards that companies
would be forced to meet in posting their privacy policies. In addition, bankrupt e-commerce
companies would be prevented from sdlling their customer transaction lists and persond
information to pay off creditors.

H.R. 237: The Consumer Internet Privacy Enhancement Act woud make it unlawful for a
commercid website operation to collect persondly identifiable information online from a user
unlessit has provided notice to the user and an opportunity to opt out of its use for marketing
purposes or from having it disclosed to third parties where the information collected is not
related to the provision of the products or services provided by the website.

B. State:
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AB 21: The Financid Privacy Act would require specified disclosures be given to consumers
before collecting or sharing nonpublic persond information with affiliates or with nonaffiliated
parties. 1t would impaose both initid and annual opt out requirements.

AB 109: The Elder and Dependent Adult Abuse Act would require financid inditutions to
report al types of suspected eder abuse, including financid, physica and emotiond abuse, to
locdl law enforcement or protective services. Thereisalimited immunity for financiad
inditutions that report such information in “good faith.”

AB 203: The Consumers Financid Privacy Act would require the consumer’s prior written
consent before disclosing or making unrelated use of persondly identifiable information.
“Unrelated usg” would include any use other than to effect, administer or enforce a transaction or
that exceeds the stated purpose for which the consumer had given his consent.

SB 17: Thishill, which is described as addressing unsolicited and unwanted telephone
solicitations, would empower an agency (to be defined) to maintain a“do not cal” ligt.
Teephone subscribers would be able to have their telephone numbers placed on aligt, and could

designate entities from which they will accept telephonic solicitations. Telephone solicitors
would be able to obtain acopy of thelist for afee.

SB 169: Thishill, which is described as addressing credit, confidentiaity and identity theft,
would entitle a victim of identity theft to obtain a copy of an gpplication that was used by an
unauthorized person to obtain aloan, credit or charge card.

B 773. Thishill would enact the Financid Information Privacy Act of 2002, which would
require defined financid inditutions to notify and obtain a customer’ s consent before sharing
certain confidentia consumer information with any nonaffiliated third party, to provide its
customers with awritten form that alows the customer to opt out of such sharing. The bill would
exempt sharing confidentia consumer information in order to identify or locate missng children,
witnesses, criminals and fugitives, parties to lawsuits, and missng hers

VIIl. IDENTITY THEFT

Identity theft is one of the fastest growing types of crime, with gpproximately 500,000 cases each
year, a an average cost of $17,000 per person, according to statistics compiled by the Federa
Trade Commission. Identity theft involves the theft of another’s self or identity via the use of
persondly identifiable information that has ether been stolen or obtained without gppropriate
authorization. People from every walk of life are impacted, and even Tiger Woods has had his
identity used to fraudulently purchase goods. Approximatdy 54% of identity theft involve the
fraudulent or unauthorized use of credit cards. (ABA Banking Journd, “Identity Theft” January
2001)

Identity theft crimes are usualy committed by “pros’ who sted information from the Internet,
stedl mail or wallets, dive in dumpsters or pose as prospective employers or as the customer
himsdf in order to obtain the information they seek. There are a'so waiters and retail outlet
clerks who use scanning devices to lift the relevant information from legitimate credit card
transactions. Moreover, there are information brokers who are willing to sell data to anyone
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without asking meaningful questions about the legitimacy of the request, aswell as tdemarketing
scams. Competent identity thieves can take an address or a socid security number and use it to
obtain ardatively complete picture of the financid history of an individud.

There is an active debate on whether additional laws should be passed to require banksto do
more to protect customers againgt identity theft. Partidly in response to this debate, the Gramm
Leach Bliley Act (“GLB") required the banking agencies to establish gppropriate standards for
safeguarding customer records and information. On February 1, 2001 the agencies published
Interagency Guiddines Establishing Standards for Safeguarding Customer Information, which
require banks to implement comprehensive customer information security programs by July 1,
2001. The GLB aso madeit afederd crime to obtain private consumer informetion through
fraudulent means.

Theimpact of identity theft on an individua can be Sgnificant. Because of the limitations on
consumer liahility imposed by the Truth in Lending Act and the Electronic Funds Transfer Act,
in most cases the maximum liability of a consumer for unauthorized chargesis $50, and many
lenders waive this amount for their customers. However, victim's credit cards and credit lines
can be charged to the maximum levels, bank accounts and overdraft lines can be emptied, new
accounts can be opened (with the bank statements being sent to addresses provided by the
thieves), and credit ratings and histories can be ruined. Victims have to spend a great dedl of
time contacting the police, filing areport, contacting their financia inditutions and credit card
issuers, and the consumer reporting agenciesin an effort to try to clean up the havoc wreaked by
the identity theft.

Banks and bankers are and have been actively engaged in trying to protect bank customers from
identity theft for anumber of years. The American Bankers Association (“ABA™) has devel oped
an ldentity Theft Prevention and Resolution kit, which can be obtained by going to
www.aba.com; or calling 1-800 BANKERS.

There are certain actions that individuals can take to help protect themselves, including but not
limited to the following:

Do not transmit your credit or debit card number or checking account information
over the Internet unless the website has appropriate security measures.

Never divulge your socid security number, credit or debit card number, or checking
account information to anyone unless you are absolutely certain that the information
is being requested for alegitimate reason and you are certain of the identity of the
party who is requesting the information.

Do not include your socid security number on your checks.

In generd, you should never provide your credit or debit card or checking account
information over the phone in response to someone who cals you.

Protect your Persond Identification Numbers and passwords or passcodes carefully.
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Destroy your credit and debit card receipts, bank statements and credit card offers
after they are no longer needed for tax or other purposes.

Mail billsfrom the U.S. post box or post office; bills mailed from your mailbox may
be stolen.

Carefully review your checking and credit card statements each month to ensure that
al transactions are authorized and correct.

In the event that any transactions appear to be unauthorized or erroneous,
immediately report your suspicion to the bank that sent the statement or the credit
card issuer.

Review your consumer credit report on aperiodic basis (at least once per year) to
ensure the information is correct.

Immediately respond to any inquiry from your bank regarding the legitimecy of a
transaction.

If you become avictim of identity theft contact your bank and credit and debit card issuers
immediately and file a police report. Y ou should aso contact the fraud unit of each of the mgjor
credit reporting agencies, and, if gppropriate, place avictim statement in your credit report. The
phone numbers of the fraud units at the agencies are: Equifax (800) 525-6285; Experian (888)
397-3742 and Trans Union (800) 680-7289.

IX. WHAT CAN BANKSDO TO HELP:

Have appropriate consumer information systems.

A. CUSTOMER INFORMATION SECURITY PROGRAM

In addition to the GLB’ s privacy notice and procedure requirements, the GLB requires each
financid indtitution to eva uate the safeguards it has for protecting customer information. In
response to this mandate, the banking agenciesissued a Joint Find Rule for Security Standards
for Safeguarding Customer Information on February 1, 2001. (Federal Register, Val. 66, No. 22,
pages 8616-8641) The Rule describes the standards contained therein as* Guiddines.” Under
the Guiddines each financid indtitution must implement a cusomer information security

program by July 1, 2001. Each financid indtitution has until July 1, 2003 to include certain
required contractua provisonsin its contracts with service providers.

The information security program must be designed to “ensure the security and confidentidity of
customer information; protect againgt any anticipated threats or hazards to the security or
integrity of such information; and protect againgt unauthorized access to or use of such
information that could result in substantial harm or inconvenience to any cusomer.” 1d. At
8640.

1. Devdoping and Implementing the Information Security Program:
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The Guiddines require each financid ingtitution to implement a comprehensive written
information security program that includes adminigtrative, technical and physical safeguards
gopropriate to the size and complexity of the financid inditution, as well as the nature and scope
of itsactivities

2. Board of Directors | nvolvement:

The Guiddines require the involvement of the board of directors of each financid indtitution, or

an appropriate committee of the board. The board or board committee must approve the written
information security program. The board or board committee must dso oversee, on an ongoing
bass, the devel opment, implementation and maintenance of the information security program,
induding assigning specific responghility for its implementation and review of reports from
management.

The board or appropriate board committee is to receive areport on the overal status of the
information security program and the financid indtitution’s compliance with the Guiddines on at
least an annual basis. The report should discuss materia matters related to the program; risk
assessment; risk management and control decisons, service provider arrangements; results of
testing; security breaches or violations, management’ s responses; and recommendations for
changes in the information security program.

3. Risk Assessment:

Each financid indtitution is required to assessitsrisk by:

I dentifying reasonably foreseesble interna and externd threats that could result in
unauthorized disclosure, misuse, dteration or destruction of customer information or
customer information systems.

Assessing the likelihood and potentid damage of internd and externd threets, in light
of the sengtivity of customer informetion.

Asxesang the aufficiency of its policies, procedures, customer information systems,
and other arrangements to control risks.

4. Management and Control of Risk:

Each financid inditution’s program must be designed to control itsidentified risks. The
following security measures are to be considered by the financid inditution, and where
appropriate, adopted:

“ Access controls on customer information systems, including controls to authenticate
and permit access only to authorized individuals and controls to prevent employees
from providing customer information to unauthorized individuas who seek to obtain
thisinformation through fraudulent means.
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Access redtrictions at physica locations containing customer information, such as
buildings, computer facilities and record storage facilities to permit access only to
authorized individuas.

Encryption of dectronic customer information, including while in trangt or in Storage
on networks or systems to which unauthorized individuas may have access.

Procedures designed to ensure that customer information system modifications are
conggtent with the information security program.

Dud control procedures, segregation of duties and employee background checks for
employees with respongibilities for or access to customer information.

Monitoring systems and procedures to detect actual and attempted attacks on or
intrusons into customer information systems.

Response programs that specify actions [to be taken when the financid indtitution]
suspects or detects that unauthorized individuals have gained access to customer
information systems, including appropriate reports to regulatory and law enforcement
agencies.

Measures to protect against destruction, loss or damage of customer information due
to potentid environmental hazards, such asfire and water damage or technologica
failures” Id a 8640.

5. Traning and Tesing:

Each financid inditution mugt train its saff to implement the security program. Thiswould
include training them to recognize, respond to and report unauthorized attemptsto obtain
customer information.

The financid inditution must regularly test the key contrals, syssems and procedures of its
information security program. The frequency and nature of such tests should be determined by
the financid indtitution’srisk assessment. Appropriate tests should be conducted or reviewed by
independent third parties or staff other than those who develop or maintain the security
programs. The Guiddines do not prescribe specific tests.

6. Overseaing Service Providers:

Each financid inditution needs to perform arisk assessment to determine the risks posed by its
service providers. Thefinancid indtitution is required to exercise gppropriate due diligence in
selecting service providers, and to require such providers, by contract, to implement appropriate
measures designed to meet the objectives of these Guidelines. (The proposed vendor language
above would require the vendor to keep the information confidentid, to use commercidly
reasonable security standards, and to maintain standards that meet with the financid inditution’s
information security program. However, depending upon the vendor, there may be stuations
where the contract’ s language should be more comprehensive in scope, and require many of the
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items described in section 4 above.) In addition, where indicated by the risk assessment, the
financid inditution needs to monitor its service providers to confirm they have stisfied their
obligations, including reviewing the service provider’ s audit reports and test results.

7. Adjusting the Program:

Thefinandd inditution must monitor, evauate and adjust as appropriate, itsinformation
Security program in light of any relevant changes in technology, the sensitivity of its customer
information, internd or externa threats to information, and its own changing business
arrangements, such as mergers and acquistions, dliances and joint ventures, outsourcing
arrangements and changes to customer information systems.

X. VENDOR PRACTICESAND POLICIES

On November 28, 2000 the Federd Financid Ingtitutions Examination Council (“FFIEC”) issued
guidance on financid inditutions management of risk arisng from technology services supplied
by outsde firms. The guidance madeit clear that boards of directors and senior management
need to oversee and manage outsourcing reaionships, and that each financid indtitution should
have an outsourcing process that includes (a) arisk assessment to identify the inditution’s needs
and requirements; (b) proper due diligence to identify and select a provider; (c) written contracts
that clearly outline duties, obligations and respongibilities of the parties involved; and (d)

ongoing overdght of outsourcing technology services.

Although the guidance is specific to outsourced technology services, it is extremely useful and
should be considered as guidance for any type of outsourcing. The guidance recommends that an
outsourcing risk assessment should be done by the bank, considering, among other things, the
needs of the bank and its ability to oversee such relationships, the importance of the service to
the bank, the needed controls and reporting processes, contingency plans, regulatory
requirements, ongoing assessment, and the contractua obligations.

Banks are to perform appropriate due diligence in sdlecting a service provider. The bank should
carefully evauate the service provider’ s technical and industry expertise, the operations and
controlsit uses and itsfinancia condition. The guidance provides numerous factors to consder
under each of these categories.

The guidance aso recommends that certain contractud provisons should be included in the
outsourced arrangements. The contract should clearly describe the rights and responsibilities of
the parties to the contract and the scope of service. Performance sandards defining minimum
service leve requirements should be included as well as the remedies in the event the service
provider failsto meet these sandards. The contract should address the service provider’s
obligations and respongbilitiesin terms of security and confidentidity of the inditution’s
resources (such asinformation and hardware), and prohibit the disclosure of such information
unless needed to provide the contracted services. The bank should advise the service provider to
assess the applicability of the GLB and FCRA privacy provisonsif the service provider isto
recelve nonpublic persond information. The service provider should be required to promptly
and fully disclose any breachesin its security that result in unauthorized intrusions that could
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materidly affect the bank or its customers, and report the effect on the bank and the corrective
actions taken.

The contract should address:
Controls over the service providers operations, such asitsinternd controls;
Compliance;
Records to be maintained;
Insurance coverage,
Access to such records by the bank and bank’ s regulators and auditors;

Notification and gpprovd rights regarding materia changes to services, systems,
controls, key project personnd and new service locations;

The setting and monitoring of payment processing and extensons of credit on behdf
of the bank;

Identification of the types of reports the bank is entitled to receive, including but not
limited to audit reports, financid statements, security, business resumption testing,
performance and custom reports, along with the frequency of such reports;

The service provider’ s responshbility for backup and record protection;

The sarvice provider' s business resumption and contingency plans,

Notification and approva requirements related to sub-contracting or multiple
provider relationships,

A complete description of fees and cadculations for the services, including
development, conversion, recurring services, volume of activity, specia requedts,
maintenance, and ability to change such cogts,

Ownership and license of the data, equipment/hardware, system documentation,
system and gpplication software and other intellectua property rights;

Duration;

Dispute resolution;
Indemnification;
Limitation of lihility;

Terminationsrights, and
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Ability to assgn.

The guidelines dso recommend that management oversees the relationship, and that the degree
of oversght will vary depending upon the nature of the services outsourced. It is recommended
that the finenad inditution monitor the ongoing financia conditions and operations of the

service provider; assess the quality of the service and the provider’s ability to support and
enhance the bank’ s srategic direction on an ongoing basis, monitor contract compliance and the
need to revise such contract; and ensure the service provider’ s business resumption plans and
contingency plan testing continue to be sufficient. The guiddines basically provide a checklist

of itemsthat should be done and considered in connection with every arrangement entered into
with an outside service provider.
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